KM MALTA

AIRLINES

KM Malta Airlines — Copyright, Privacy, and Cookies Policies

KM MALTA AIRLINES LIMITED is a trademark of KM Malta Airlines Limited. Any use of this
trademark without the express written consent of KM MALTA AIRLINES LIMITED, is strictly
prohibited. All rights, including copyright, in the content of www.kmmaltaairlines.com are owned
or controlled for these purposes by KM MALTA AIRLINES LIMITED. In accessing KM MALTA
AIRLINES LIMITED’s web pages, you agree that you may only download the content for your own
personal non-commercial use. You are not permitted to copy, broadcast, download, store (in any
medium), transmit, show or play in public, adapt or change in any way the content of these web
pages for any other purpose whatsoever without the prior written permission of the KM MALTA
AIRLINES LIMITED.

Governing Law

All legal issues arising from or related to the use of KM MALTA AIRLINES LIMITED and related
services shall be construed in accordance with, and all questions with respect thereto shall be
determined by, the laws of Malta.

PRIVACY

KM Malta Airlines Limited is committed to respecting your privacy and protecting your personal
data.

"wou

In this Privacy Policy (this “Policy”), “KM Malta Airlines Limited”, “we”", “us” or “our” means KM
Malta Airlines Limited. (a company incorporated in Malta, with registration number C-106851, and
with a registered office at Level 3, Valletta Buildings, South Street, Valletta VLT 1103, and principal
offices at Sky Parks Business Centre, Level 2, Malta International Airport, LQA 4000. Malta); “you”
or “your” means you, the person who provides us with personal data; and, “personal data” shall
have the meaning assigned to it in Article 4 of Regulation General Data Protection Regulation
(EU) 2016/679 of the European Parliament and of the Council which becomes applicable as from
the 25th May 2018 (“GDPR").

All personal data obtained by us is held and used in compliance with this Policy, with the Maltese
Data Protection Act (Chapter 440 of the Laws of Malta) as amended and as applicable (“DPA"),
and the GDPR. KM Malta Airlines Limited is deemed data controller for purposes of the DPA and
GDPR.

When we ask you to provide certain personal data, then you can be assured that it will only be
used in accordance with this Policy. This Policy applies to personal data about you that we
collect, use and otherwise process in connection with your relationship with us as a client or
potential client, including when you travel with us or use our other services, use our websites or
mobile apps, service agents or call centres and book to use our services through third parties
(such as agents and other carriers). However, we are not responsible for third parties’ use of your
personal data where such use is permitted for their own purposes and you should consult their
privacy policies for further information.
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This Policy is effective as of the “Effective Date” listed below. We reserve the right, at our sole
and absolute discretion, to change or modify this Policy at any time. If we decide to change our
Privacy Policy, we will update the Privacy Policy modification date below and prompt you to read
and accept the changes.)

Your continued access to or use of any of our services or products or your purchase of any of
our services or products following any change or modification to this Policy shall constitute
consent to any such changes or modifications.

Please read this Policy carefully, as your access to, purchase of, or use of any our services or
products constitutes your acceptance of all of the terms and practices described in this Policy,
including without limitation, the collection, use, processing, and disclosure of your personal data
as described in this Policy. Please do not access or use any of our services or products or
purchase any of our services or products if you disagree with any part of this Policy.

If you have any questions or concerns about this Policy or its implementation, you are invited to
contact our Data Protection Officer at corporate@kmmaltairlines.com or at KM Malta Airlines
Limited, Level 2, Sky Parks Business Centre, Malta International Airport, LQA4000. Malta.

What types of personal data do we collect?

We collect personal data about you, about your travel arrangements, about how you use our
services and products, and about how you use our websites, call centre and mobile applications,
and such personal data so collected includes without limitation:

Your name and surname;
Contact information including address of residence, email address, and telephone number;
Your date of birth, nationality, and passport information when you book a flight with us;

Personal description and photograph (including passport and other identification
documents) when you book a flight with us;

Personal tastes (e.g food and beverages) and dietary requirements;
Medical condition (g. allergies for catering purposes, and disabilities);

Information about your travel arrangements, such as details of your bookings, travel
itinerary, details of any additional assistance you require and other information related to your
travel with us.

Information about the services we have provided to you in the past, including your previous
travel arrangements, such as flights and other bookings, and related matters, such as upgrades,
etc.

Information about your use of our websites, call centres and mobile applications, including
information about which pages you view;
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Information about interactions you have with us and our staff;

information to improve our services, fulfil our administrative purposes and protect our
business interests including: accounting, billing and audit, credit or other payment card
verification, fraud screening(including such information as received from third party banks and
other credit institutions and credit rating institutions), safety, security

and legal purposes, statistical and marketing analysis, systems testing, maintenance and
development; and

Other information that may be required by us, to carry out obligations arising from any
contracts entered between you and us, and/or to carry out client surveys and/or offers.

This personal data may include information that you provide to us directly or through companies
or agents we work with, as well as information which we collect when you use our products or
services.

When, and why, do we collect ‘sensitive personal data’?

Certain categories of personal data, such as that about race, ethnicity, religion or health, are
considered “sensitive personal data” under the DPA and GDPR. Generally, we try to limit the
circumstances where we process sensitive personal data. However, this can occasionally occur
because:

you have requested specific medical assistance from us and/or an airport operator, such
as the provision of wheelchair assistance or oxygen, or,

you have sought clearance from us to fly with a medical condition or because you are
pregnant, or,

you have otherwise chosen to provide such information to us (or a third party such as the
agent or broker through which you made your booking).

In addition, you may have made other requests in connection with making your travel
arrangements that may possibly imply or suggest something about you that could be as
“sensitive personal data”. For example, if you request a particular type of special meal this may
imply or suggest that you hold particular religious beliefs or have a particular medical condition.

By providing any personal data that is, or could be considered to be, “sensitive personal data”
you explicitly agree that we may collect, use, share with third parties and transfer outside the
European Economic Area this Personal Data, as described in this Policy.

If you withdraw your consent, it may mean we will not be able to provide all or parts of the
products or services you have requested from us. Please be aware that in these circumstances
you will not be able to cancel or obtain a refund of any fees you have paid.

What do we use your personal data for?
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We store, handle, send and generally process personal data to provide you with the best service,
and in particular for the following reasons:

We will need to use the personal data to fulfil your request and provide your flight if you
choose to fly with us. This will include passing your personal data to relevant authorities such as
passport control and border agencies and where appropriate relevant police and customs
authorities. We may also need to contact you if we have questions regarding your request;

To deal with the general enquiries you raise from time to time on our services;

To ensure that you or any passenger is not the subject or target of any economic or trade
sanction law or regulation or travel ban;

For the purposes of accounting and billing, immigration and customs control, health and
safety, security and legal compliance;

To carry out obligations and/or enforce rights arising from any contracts entered between
you and us;

For internal record keeping and the general administration of your records by us;
For security purposes to protect your personal data held and/or processed by us;
For training our employees in respect of providing our service and products to you;
For statistical analysis;

To improve our products and services;

For our general marketing purposes where you have notified us that you consent to receive
information about us and our services, products and offers;

From time to time, we may also use your personal data to contact you for feedback on our
services and third party supplier services so as to assist us in their improvement and
development.

Without prejudice to the foregoing:

We will use your personal data to fulfil your travel arrangements and to deliver the services you
have asked for. This may include processing information about travel arrangements that are not
provided by us but which nevertheless form part of your overall journey, such as details of your
arrangements at airports and customs and immigration formalities.

Please also be aware that in some airports where we operate, facial recognition and related
biometric technology is used in order to facilitate passenger boarding.

We may use your personal data to provide services tailored to your requirements and treat you
more personally, for example:
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to deliver messages and information that we think is relevant and may be of interest to you,
prior to, during, and after your travel with us

to personalise and tailor your travel experience

We may use and retain your personal data, including your purchase history, for administrative
purposes, which may include for example, accounting and billing, auditing, credit or other
payment card verification, anti-fraud screening (including the use of credit reference agency
searches and payment card validation checks), immigration and customs control, safety,
security, health, administrative and legal purposes and systems testing, maintenance and
development.

Who do we share your personal data with?

Your personal data may be disclosed to a third party who acquires us or substantially all of our
assets.

We may also share some of your personal data with, or obtain your personal data from, the
following categories of third parties:

Airports, government authorities, law enforcement bodies and regulators when this is
necessary to get you to your destination or is required by law. For example, for specific travel
routes we are required by law to provide border control agencies with information that relates to
your travel documents and to your travel itinerary.

Travel agents or other companies through which you book your KM Malta Airlines Limited
flights

Suppliers providing services to us in order to help us run our business and improve our
services and your customer experience. We may for example share your personal data with the
companies who provide ground services for us to the airports to which we operate. We may also
disclose your information to our contact centre or the companies who help us get your feedback
on our services.

At KM Malta Airlines Limited, we select very carefully our suppliers who process your personal
data on our behalf and require that they comply with high security standards for the protection
of your personal data.

Credit and debit card companies

KM Malta Airlines Limited shares some of your personal data, which includes information about
your method of payment and flight booking, to the credit or debit card company that issued the
card you used to make your booking. In order to ensure the security of your transactions and
prevent or detect fraudulent transactions, we may also share your information with our fraud
screening partner.

Our partners who offer travel related products and services on our website, promote offers
or co-organise competitions on our website
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From time to time, we make certain third party offers available through our website or we publish
competitions co-organised by third parties. If you choose to purchase products or services
offered on our websites by third parties (for example car hire), accept offers or participate in a
competition, some of your personal data, such as your contact details and your billing
information, may be directly collected by or disclosed to that third party.

As such, if you purchase their products or services, your information may be collected by or
transferred to our partners. Please ensure that you review the relevant privacy policies and
terms of use of these partners prior to purchasing their goods or services, using their websites,
apps or services or providing any personal data to them.

In addition to the parties listed above, we may disclose your personal data when this is required
by the law of any jurisdiction to which KM Malta Airlines Limited may be subject.

KM Malta Airlines Limited and other carriers are required by laws in several countries to give
border control agencies and other public authorities access to booking and travel information
and other personal data (including data obtained from official photo identification documents).
Therefore, any information we hold about you and your travel arrangements may be disclosed to
the customs, immigration and public authorities of any country in your itinerary.

In addition, laws in several countries require KM Malta Airlines Limited and other carriers to
collect passport and associated information for all passengers prior to travel to or from those
countries. When required, KM Malta Airlines Limited will provide this information to the relevant
customs and immigration authorities.

When do we collect personal data about you?

We collect personal data about you when you use our services or products (whether directly
provided by us or by another company or agent), when you travel with us, and when you use our
website, call centres or mobile applications. The following are examples of when we collect
personal data about you:

when you book or search for a flight or other products or services on our website or mobile
applications;

when you book or search for a flight or other products or services through our other sales
channels, such as through a travel agent

when you contact our call centres or service agents or sales representatives
when you contact us through our Chatbot or a Live Agent
when you travel with us and use airports where we operate

if you use lounge facilities provided by us or our agents
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if you use our in-flight entertainment and communication services
if you complete a client survey or provide us with feedback
if you enter a competition or register for a promotion
if you choose to interact with us via social media, such as Facebook.
In addition, we may receive personal data about you from third parties, such as:
companies contracted by us to provide services to you

companies involved in your travel plans, including relevant airport operators and customs
and immigration authorities

companies (e.g. car hire providers and hotels) that participate in our programmes
HOW WE USE COOKIES

In order to improve our services, to provide you with more relevant content and to analyse how
visitors use our website and app, we may use technologies, such as cookies, pixels or tracking
software. Please be aware that in most cases we will not be able to identify you from the
information we collect using these technologies.

For example, we use software to monitor customer traffic patterns and website usage to help us
develop the design and layout of the website in order to enhance the experience of the visitors
to our website. This software does not enable us to collect any personal data. In addition, in
order to understand how our customers interact with the emails and the content that we send,
we use pixels that allow us to know if the emails we send are opened or if the content of our
emails is displayed in text or html form.

We also use cookies in our website, mobile app or in our emails. Cookies are small pieces of
information stored by your browser on your computer's hard drive. They enable you to navigate
on our website or app and allow us to provide features such as remembering aspects of your last
flight search to make subsequent searches faster. You can delete cookies if you wish; while
certain cookies are necessary for viewing and navigating on our website or app, most of the
features will be still accessible without cookies.

For more information on how we use cookies and how you can remove them, read our Cookies
Policy.

When will we send you marketing communications?
You may receive marketing communications from us if you have opted to receive such material.

We may use third parties to send marketing communications on our behalf. If we do ever want to
allow a third party to send you direct marketing not related to KM Malta Airlines Limited, we will
first seek your permission before sharing your details with them.
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If you have previously agreed to us using your information for direct marketing purposes, you
may change your mind at any time by changing your preferences and opting out or by writing to
us at corporate@kmmaltairlines.com.

SECURITY, STORAGE, AND TRANSFER

We are committed to ensuring that your personal data is secure at all times. We have in place
suitable physical, electronic and managerial procedures to safeguard and secure the personal
data we collect online.

All of our employees and suppliers with access to your personal data and/or who are associated
with the processing of that data are contractually obliged to respect the confidentiality of your
personal data. As an example, if you are a passenger on a flight operated by us you can be
assured that none of our crews, will take a photo of you whilst you are on our aircraft and then
upload the photo on social media, or disclose to any person the fact that you are flying on our
aircraft, or disclose any of your confidential information that they may become privy to during
your flight (in each case, unless disclosure is required for any reason set out in this Policy).

Your personal data will be stored on and processed by our systems and may also be stored on
and processed by systems of a third party data processor(s) appointed by us. The personal
data that we collect from you may be transferred to, and stored at, a destination outside the
European Economic Area (“EEA”). It may also be processed by employees operating outside the
EEA who work for us or for one of our suppliers. Such employees may be engaged in, amongst
other things, the provision of support services. By submitting your personal data, you agree to
this transfer, storing or processing. We will take all steps reasonably necessary to ensure that
your personal data is treated securely and in accordance with this Policy, the DPA and GDPR (as
applicable), any and all applicable European Union Regulations, and any and all data protection
related laws that are applicable to KM Malta Airlines Limited, and we will also ensure that a
written agreement is in place between us and every such company containing obligations as to
data protection that are no less onerous than those set out in this Policy, the DPA and the GDPR,
in order to ensure that your personal data is adequately protected.

We will keep your personal data for as long as we need it for the purpose it is being processed
for. For example, where you book a flight with us we will keep the information related to your
booking, so we can fulfil the specific travel arrangements you have made and after that, we will
keep the information for a period which enables us to handle or respond to any complaints,
queries or concerns relating to the booking. The information may also be retained so that we can
continue to improve your experience with us and to ensure that you receive any loyalty rewards
that are due to you.

We will actively review the information we hold and delete it securely, or in some cases
anonymise it, when there is no longer a legal, business or customer need for it to be retained.

TRANSMISSION OF INFORMATION OVER THE INTERNET

Unfortunately, the transmission of information via the internet is not completely secure. Although
we will do our best to protect your personal data, we cannot guarantee the security of your data
transmitted to our Services; any transmission is at your own risk. Once we have received your
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personal data, we will use strict procedures and security features to try to prevent unauthorised
access.

LINKS TO THIRD PARTY WEBSITES

Our websites, online services, and mobile applications may, from time to time, contain links to
and from websites of our partner networks, advertisers and affiliates. If you follow a link to any of
these websites, please note that these websites and any services that may be accessible
through them have their own privacy policies and that we do not accept any responsibility or
liability for these policies or for any personal data that may be collected through these websites
or services. You are advised to please check these policies before submitting any personal data
to these websites or using these services.

TELEPHONE CALLS

We may monitor or record telephone conversations to enhance your security and ours, to enable
us to handle complaints efficiently, improve our client service, and for staff training purposes. If
your telephone conversation with us is recorded then you will receive a message to this effect
prior to the start of your conversation with us.

PROVIDING INFORMATION ABOUT SOMEONE ELSE

If you are providing personal data to us about someone else you confirm that they have
appointed you to act for them, to consent to the processing of their personal data, and that you
have informed them of our identity, of this Policy, and of the purposes (as set out in this Policy)
for which their personal data will be processed.

How to access, review, transfer and delete your personal data.

We will make your personal data available to you for review pursuant to a simple request from
you. If you tell us that the personal data which we hold about you is incorrect or is used
inappropriately, we will correct, update or delete such personal data as appropriate. You also
have other rights such as the right to request from us the erasure of personal data or portability
of personal data or restriction of processing or to object to processing. For information about
how to get access to your personal data and to exercise your rights, please contact us at
corporate@kmmaltairlines.com.

COMPLAINT, APPLICABLE LAW, AND JURISDICTION

Any dispute arising from or related to the acceptance, interpretation or observance of this Policy
shall be submitted to the exclusive jurisdiction of the competent Court of Malta which shall
apply the laws of Malta; provided however, that:

1. any dispute concerning KM Malta Airlines Limited shall be submitted to the exclusive
jurisdiction of the competent Court of Malta which shall apply the laws of Malta.; and,

2. if this Policy is incorporated by reference into a contract having its own choice of law and
jurisdiction, then any dispute arising from or related to the acceptance, interpretation, or
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observance of this Policy shall be submitted to the jurisdiction and shall be subject to the
governing law, of that contract.

You also have the right to lodge a complaint with a supervisory authority.
Further details

Further details about your rights can be accessed on the Malta Office of the Information and
Data Protection Commissioner website at: https://idpc.gov.mt

and on the European Commission’s website at: http://ec.europa.eu/justice/data-
rotection/individuals/rights/index_en.htm

COOKIE POLICY
What are Cookies?

Cookies are text files containing small amounts of information which are downloaded to your
device when you visit a website. Cookies are then sent back to the originating website on each
subsequent visit, or to another website that recognises that cookie. Cookies are useful because
they allow a website to recognise the device you are using and provide you with a better website
experience.

Cookies do lots of different jobs, like letting you navigate between pages efficiently,
remembering your preferences, and generally improving your user experience. They can also help
to ensure that adverts you see online are more relevant to you and your interests. Cookies in
themselves do not identify the individual user, just the computer or mobile device you are using
via a randomly generated identifying tag.

How KM Malta Airlines Limited uses Cookies

To make full use of kmmaltairlines.com, your computer, tablet or mobile phone will need to
accept Cookies. KM Malta Airlines Limited uses Cookies to give you a better experience. For
example KM Malta Airlines Limited uses Cookies in the following ways:

. To enable progression through the booking process to ensure that you have a seamless
booking experience on kmmaltairlines.com.

. To provide information that can help us to understand what interested you about our
website and emails and what did not. This helps us provide you with more personalised features,
and more relevant information on subsequent visits

. To record information such as aspects of your last flight search to make subsequent
searches faster and also to enable us to tailor kmmaltairlines.com to your preferences.

. To measure the effectiveness of our advertising and how visitors use our site.

How to manage or opt out of Cookies
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You can delete all cookies that are already on your computer and you may refuse to accept
cookies by activating the setting on your browser which allows you to refuse the setting of
cookies. However, if you select this setting you may be unable to access certain parts of our
services. Unless you have adjusted your browser setting so that it will refuse cookies, our system
will issue cookies when you log on to our services, unless the cookies to be issued require your
informed consent.

If you decide not to allow s a “trusted site”, please be aware that you will be unable to use the
site and should call our call centre to proceed with your flight booking.

You can find more information about Cookies at:

. http://www.allaboutcookies.org and http://www.youronlinechoice.eu
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